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AGENDA

IN150 - Seminar 3

. Windows 11 Lab (2.1.13 Lab)

. Configuring a Firewall (1.4.14 Lab)

. Configure Privacy Settings in Google Chrome (1.4.15 Lab)
. Clear Browser Cache (1.4.16 Lab)

. Responding to Social Engineering (1.4.17 Lab + Video)
Looking Ahead

_CDO'.I-POONI—'

Note: Any labs we do in seminar, will still need to be done separately in the
CompTIA environment to receive credit through the automatic grading system.

Our coverage is to help you practice and maximize your performance for the
labs.
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WINDOWS 11 LAB

Purpose

The purpose of this lab
1s to get you familiar
with using the Windows
11 Operating System
and in particular, the
Settings menu.

We will go through the
lab here.
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WINDOWS 11 LAB

Step 1l: Settings Menu

How do you get to the Settings menu?




WINDOWS 11 LAB

Step 1l: Settings Menu

How do you get to the Settings menu?




WINDOWS 11 LAB

Step 1:Settings Menu

Where can you get more information about the computer under the Settings menu?

Settings

R Administrator
Local Account

Find a setting

@ ¢ BE N ¢ © 1

@ =

System

Bluetooth & devices
Network & internet
Personalization
Apps

Accounts

Time & language
Gaming
Accessibility

Privacy & security

Windows Update

System

~—

g

<

Sleep, battery usage, battery saver

Storage
Storage space, drives, configuration rules

Multitasking

Snap windows, desktops, task switching

Activation

Activati

on state, subscriptions, product key

Troubleshoot
Recommended troubleshooters, preferences, history

Recovery
Reset, advanced startup, go back

Projecting to this PC
Permissions, pairing PIN, discoverability

Remote Desktop

Remote Desktop users, connection permissions

Clipboard

Cut and copy history, sync, clear

ations, rename PC, Windows specific

Q, search




WINDOWS 11 LAB

Step 2: Display Settings

Where could you go to pull up the Display Settings for the computer?

Settings = a X

R Administrator System > About

Local Account

Rename this PC

Find a setting £ JtMaching
| B System @ Device specifications Copy A
© Bluetooth & devices
Device name Chloe-PC
¥ Network & internet Processor Intel(R) Core(TM) i7 CPU 3.400390625 GHz (4 processors)
S I M 8 Gl
/  Personalization Detalied B2 B
Device ID 999F99F9-8EEE-7D7D-6666-55CC55C55555
i Apps Product ID 11111-22222-33333-44444
$ Accounts System type 64-bit operating system, x64-based processor
Pen and touch No pen or touch input is available for this display
® Time & language
#® Gaming Related Links Domain or workgroup ~ System protection  Advanced system settings
X Accessibility
. Windows specifications Copy A
& Privacy & security
@® Windows Update Edition Windows 11 Pro
Version 21H2
Installed on 10/5/2021
OS Build 22000.613
Experience Windows Feature Experience Pack 1000.22000.613.0

Microsoft Services Agreement

ficrosoft Software License Terms

m == Q search L - € @ E? &) 9




WINDOWS 11 LAB

Step 2: Display Settings

Where could you go to pull up the Display Settings for the computer?

Settings = a X

R Administrator System > About

Local Account

Rename this PC

Find a setting £ JtMaching
| B System @ Device specifications Copy A
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S I M 8 Gl
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$ Accounts System type 64-bit operating system, x64-based processor
Pen and touch No pen or touch input is available for this display
® Time & language
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X Accessibility
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WINDOWS 11 LAB

Step 2: Display Settings

Where could you go to pull up the Display Settings for the computer?

< Settings - = X
Administrator SyStem
Local Account
Chloe-PC mn  Microsoft 365 Py OneDrive ® Windows Update .
TestOut Machine BE view benefits * Sign In Last Checked: 6 hours ago
Find a setting pel Rename
| = system
. (=] Plsp\ay o ) >
Bluetooth & devices Vionitors, brightness, night light, display profile
¥ Network & internet o
oun
S Ql)) Volume levels, output, input, sound devices >
#  Personalization
B Apps Q Netifications. 5
Alerts from apps and system
& Accounts
® Time & language D Focus assist 3
Notifications, automatic rules
# Gaming
K Accessibility C) Power 3

Sleep, battery usage, battery saver

W Privacy & security

Storage
= [ >
e Windows Update Storage space, drives, configuration rules

[1_—_,-| Multitasking 3

Snap windows, desktops, task switching

@ Activation 3

Activation state, subscriptions, product key

Jo Troubleshoot -

m == Q, search | ™ - 6 @ ()




WINDOWS 11 LAB

Step 2: Display Settings

Where could you change the resolution to 1600x9007

& Settings

R Administrator SYStem 2 Dlsplay
Local Account

Brightness & color

Find a setting /O

so. Night light

2 Use warmer colors to help block blue light On Q >

| B System
HDR
© Bluetooth & devices @ More about HDR
¥ Network & internet
Scale & layout
/  Personalization 4
B Apps = Scale N
J Change the size of text, apps, and other items

& Accounts

¢rn  Display resolution
3 Time & language ‘D’ Adjust the resolution to fit your connected display 1280x 1024 v
¥ Gaming
: . £ Display orientation
K Accessibility
9@ Privacy & security Multiple displays

D v

- Choose the presentation mode for your displays
@® Windows Update
Related settings
o Advanced display N
Display information, refresh rate
B3 Graphics >

m B o WO @




WINDOWS 11 LAB

Step 3: Screensaver

Where can you Personalize your screensaver?

Settings

R Administrator
Local Account

Find 2 setting je
B System

e Bluetooth & devices
¥ Network & internet
/'  Personalization

B Apps

< Accounts

® Time & language
#8 Gaming

K Accessibility

& Privacy & security

@ Windows Update

System

~—

&

<

Sleep, battery usage, battery saver

Storage
Storage space, drives, configuration rules

Multitasking

Snap windows, desktops, task switching

Activation
Activation state, subscriptions, product key

Troubleshoot
Recommended troubleshooters, preferences, history

Recovery

Reset, advanced startup, go back

Projecting to this PC
Permissions, pairing PIN, discoverability

Remote Desktop

Remote Desktop users, connection permissions

Clipboard

Cut and copy history, sync, clear

About

Device specifications, rename PC, Windows specifications

Q, search

5
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WINDOWS 11 LAB

Step 3: Screensaver

Where can you change your screensaver? (Hint: Keep out!)

L5 Settings

Administrator
Local Account

R Personalization

@ Folors ; B >

Accounts Accent color, transparency effects, color theme

B System

© Bluetooth & devices

¥ Network & internet
Background

ckground image, color, slideshow

| / Personalization K’

Apps

® Time & language

/ Themes 5
€ Gaming nstall, create, manage
K Accessibility G lodkseraan :
Lock screen images, apps, animations
& Privacy & security .
® Windows Update T?f.r:’k’e)fpoard N
Start
(=) ]’askbar N
askbar behaviors, system pins

@ B o ww @@ Qo




WINDOWS 11 LAB

Step 4: Windows Update

e Where can you look for updates from other Microsoft products?

Settings

Administrator

f‘ '\ Local Account

Find a setting

e B N\ ¢ ©

<9

o

<

System

Bluetooth & devices
Network & internat
Personalization
Apps

Accounts

Time & language
Gaming
Accessibility

Privacy & security

Windows Update

8]

)

System

Chloe-PC
TestOut Machine
Rename

Display

Monitors, brightness, night light, display profile

Sound

Volume levels, cutput, input, sound devices

Notifications

Focus assist
Natifications, automatic rules

Power

Sleep, battery usage, battery saver

Storage
Storage space, drives, configuration rules

Multitasking
Snap windows, desktops, task switching

Activation

Activation state, subscriptions, product key

Troubleshoot

Q, search

=

¢

mm Microsoft 365
View benefits

OneDrive
* Sign In

@ Windows Update
Last Checked: & hours ago

)

S/30721

7 Ph

ey

q




WINDOWS 11 LAB

Step 4: Windows Update

e Look forupdates from other Microsoft products.

« Settings

Windows Update

- Check for updates
Find a setting R u Last Checked: Today, 1:57 PM °

Administrator
Local Account

B System
More options

B Bluetooth & devices
¥ Network & internet
/ Personalization .

["] Pause updates Pause for 1 week  ~
& Apps
[ -
= Accounts E) Update history >
® Time & lanquage

Advanced options

& i >
% Gaming % Delivery optimization, optional updates, active hours, other update settings
x Accessibility

@ Windows Insider Program »

Privacy & security Get preview builds of windows to share feedback on new festures and updates

| @ Windows Update
& Gethelp

& Give feedback

B B Qe @ W @ {:}




WINDOWS 11 LAB

Step 4: Windows Update

e Look forupdates from other Microsoft products.

&« Settings - a X
. N .
Q dminstr Windows Update > Advanced options
Local Account
O Receive updates for other Microsoft products off @
Find a setting p Get Microsoft Office and other updates together w: lows updates ~ -
Get me up to date i
B sSystem PP  Restart as soon as possible (even during active hours) to finish updating, and notify me 15 minutes before restarting so | can make sure this deviceison ~ Off (@
and plugged in
) Bluetooth & devices
¥ Network & internet @ Download updates over metered connections
Data charges may apply
7 Personalization
Motify me when a restart is required to finish updating P
Off
& Apps O Show notification when your device requires a restart to finish updating @)
@ Accounts
) Oy LESOLET Currently 8:00 AM to 5:00 PM v
D Time &language We won't restart your device during these hours
€ Gaming
. . Additional options
K Accessibility
& Privacy & security ® Optional updates 0 available >
Feature, quality, and driver updates
| ® Windows Update
Delivery Optimization 5
Bandwidth limits for updates, downloads from other devices
.4'_1, Recovery >
Reset, advanced startup, go back
E Restart apps 3
@ Automatically save my restartable apps when | sign out and restart them after | sign in
am - 1!
0" am Qe @ @ LT o




WINDOWS 11 LAB

Step 5: Windows Update

e Pause Windows updates.

Settings

R Administrator
Local Account

Find a setting

| &8 system
O Bluetooth & devices
¥ Network & internet
/' Personalization
B Apps
& Accounts
D Time & language
€ Gaming
x Accessibility
Privacy & security

@ Windows Update

System

8]

)

Chloe-PC
TestOut Machine
Rename

Display
Monitors, brightness, night light, display profile

Sound
Volume levels, cutput, input, sound devices

Notifications
Alerts from apps and system

Focus assist
Natifications, automatic rules

Power

Sleep, battery usage, battery saver

Storage
Storage space, drives, configuration rules

Multitasking
Snap windows, desktops, task switching

Activation

Activation state, subscriptions, product key

Troubleshoot

Q, search

=

-
-

e &

Microsoft 365
View benefits

OneDrive @ Windows Update
* Sign In Last Checked: 6 hours ago

07 )

w
5

-
0,

=
=




WINDOWS 11 LAB

Step 5: Windows Update

e \Where can you pause for updates?

« Settings

Windows Update

- Check for updates
Find a setting R u Last Checked: Today, 1:57 PM °

Administrator
Local Account

B System
More options
B Bluetooth & devices
¥ Network & internet
/ Personalization .
["] Pause updates Pause for 1 week  ~
& Apps
°
= Accounts E) Update history >
® Time & lanquage
Advanced options
i >
#  Gaming % Delivery optimization, optional updates, active hours, other update settings
x Accessibility
@ Windows Insider Program »
& Privacy & security Get preview builds of windows to share feedback on new festures and updates
| @ Windows Update

& Gethelp
& Give feedback

Q, Search L - s @




WINDOWS 11 LAB

Step 6: Add a Shared Printer

e Hover over your Devices to add a printer.

Settings - m] x
R Administrator SYStem
Local Account
Chloe-PC mm Microsoft 365 a OneDrive @ Windows Update .
TestOut Machine BE View benefits * Sign In Last Checked: 6 hours ago
Find a setting je Rename
| &8 system
0 Display N
| i ~ Monitors, brightness, night light, display profile
Bluetooth & devices 9 ght lig!
¥ Network & internet G
/ E]))) -,f|\::~e levels, cutput, input, sound devices 2
Personalization . R o
B Apps .CI. Notifications >
Alerts from apps and system
°
= Accounts
D Time & language 8 Focus assist >
Notifications, automatic rules
€ Gaming
K Accessibili 1y Pouier
X R O Sleep, battery usage, battery saver 2
Privacy & security
i Storage
@ Windows Update = Storage space, drives, configuration rules 2
Q Multitasking 5
Snap windows, desktops, task switching
@ Activation >
Activation state, subscriptions, product key
J» Troubleshoot N
@ oo pw @ @ 9@




WINDOWS 11 LAB

Step 6: Add a Shared Printer

e \Where can you add a printer?

= Settings

Q Admintr Bluetooth & devices

Local Account

m Devices
Gg >
Find a setting /o &l Mouse, keyboard, pen, audio, displays and docks, other devices Add device

B System (=) Printers & scanners

Preferences, troubleshoot

| © Bluetooth & devices

¥ Network & internet [ YourPhone Open Your Phone >

Instantly access your Android device's photos, texts and more

/  Personalization
Cameras

= Apps @ Connected cameras, default image settings >
& Accounts

O Mouse <
D Time& language Buttons, mouse pointer speed, scrolling
# Gaming

”) Pen & Windows Ink 4
. Accessibility d Right-handed or left-handed, pen button shortcuts, handwriting
& Privacy & securi

& Y @ AutoPlay 5
- Defaults for removable drives and memory cards
Windows Update
G UsB "

Notifications, USB battery saver

m == Q Search u

<
w

W
P34
NN
o

[
~ =




WINDOWS 11 LAB

Step 6: Add a Shared Printer

e \Where canyou add a printer?

= Settings - _ .
R Administrator Bluetooth & deVlceS > Prlnters & scanners
Local Account
Add a printer or scanner
Find a setting jel
B System = E"eir_c:rsoi’l XPS Document Writer .

| © Bluetcoth & devices
== Sharp DM-4501

- >
¥ Network & internet = 0ffline
/  Personalization
Printer preferences
& Apps
N Tt Let Windows manage my default printer off @ )
@ Time & language Download drivers and device software over metered connections off @
Data charges may apply h
8 Gaming
K Accessibili
&4 Related settings
& Privacy & security
Print server properties @
@® windows Update
Troubleshoot @

@ Gethelp
& Give feedback

m == Q, Search = -_ 6 @ C? < 8 ."\-.
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Step 7: Configure a Default Printer

e Where can you change the default printer?

« Settings - u X
- =+ > Printers & scanners
R Administrator
Local Account
Add a printer or scanner Add device ~
Find a setting ,O
=== CanonP1500 on Jaxon-PC
B System Ready
| @ Bluetooth & devices —
= CanonP1500 on Jaxon-PC >
¥ Network & internet
# Personalization o) Microsoft XPS Document Writer 5
Default
B Apps
& Accounts = Sharp DM-4501 ,
Offline
P Time& language
% Gaming Printer preferences
K Accessibility Let Windows manage my default printer off @ )
& Privacy & security
Download drivers and device software over metered connections of @ )
@ Windows Update Data charges may apply =
Related settings
Print server properties (&
Troubleshoot @
1] C R T
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Step 7: Configure a Default Printer

e Where can you change the default printer?

« Settings - a X
Administrator Bluetooth & devices > Printers & scanners > Sharp DM-4501
R Local Account
PR
Sharp DM-4501 Set as default Remove
& Printer status: Offline
Find a setting yel
Printer settings
B System J
| 8 Bluetooth & devices e e @
¥ Network & internet
/'  Personalization Print test page @
B Apps
& Accounts Run the troubleshooter @
¥  Time & language
® Gaming Printer properties a2
x Accessibility
Printing preferences @
(] Privacy & security Orientation, page order, pages per sheet, borders, paper source
@® Windows Update
Hardware properties @

@& Gethelp

= CICCUN O g ‘
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Step 8: Sharing a Printer

e Where can you change the Printer Properties?

« Settings - a X
Administrator Bluetooth & devices > Printers & scanners > Sharp DM-4501
R Local Account
PR
Sharp DM-4501 Set as default Remove
& Printer status: Offline
Find a setting yel
Printer settings
B System J
| 8 Bluetooth & devices e e @
¥ Network & internet
# Personalization Print test page @
B Apps
& Accounts Run the troubleshooter @
¥  Time & language
® Gaming Printer properties a2
x Accessibility
Printing preferences @
(] Privacy & security Orientation, page order, pages per sheet, borders, paper source
@® Windows Update
Hardware properties @

@& Gethelp

= CICCUN O g ‘
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Step 8: Sharing a Printer

e Where can you change the Sharing Properties?

€ Settings ! = X
7 Sharp DM-4501 Properties X A .
svices > Printers & scanners > Sharp DM-4501
Security Device Settings About
General Sharing Ports Advanced Color Management
1-4501 Set as default Remove
Find @ Sharp DM-4501 » Offline
- Location:
Comment:
10 ]
v
/7 Modet: Sharp DM-4501 a
Features
B Color: Yes Paper available:
Double-sided: No
& Staple: No &
P Speed: Unknown
> Maximum resolution: 300 dpi
a
b Preferences... Print 2 test page
X
2
@ s per sheet, borders, paper source G
Corcel | Apply
@® Windows Update
Hardware properties (&4
@ Gethelp
) -
i H o w w0 ®E g,
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Step 8: Sharing a Printer

e Hover over the checkbox to Share This Printer.

« sattings - o X
=1 Sharp DM-4 e X i .
svices > Printers & scanners > Sharp DM-4501
Security Device Settings About
General Sharing Ports Advanced Color Management
1-4501 Set as default Remove
g You can share this printer with other users on your network. The printer .. Offine
Find will not be available when the computer is sleeping or turned off.
-
19 Share this printer @
= Share name: Sharp DM4301
Render print jobs on client computers
ra 2
@ List in the directory @
[
L] Drivers (&)
If this printer is shared with users running different versions of Windows,
> you may want to install additional drivers, so that the users do not have
to find the print driver when they connect to the shared printer.
A
@ @
Additional Drivers...
X
€4
< per sheet, borders, paper source
[+ P
Cancel Apply
@ Windows Update
Hardware properties @

‘@ Gethelp

Qs 1 m @ & &
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CONFIGURING A FIREWALL

Purpose

The purpose of this lab is to get you familiar turning on/off a firewall for
a Private and Public network.

Additionally, you will add an application to the list of applications
allowed to communicate through the firewall.

We will go through the lab here in Miro. Please use your cursor and/or
pen tool to highlight specific sections on the virtual computer as
indicated on the slide.




CONFIGURING A FIREWALL

Step 1:Turn on a Firewall for a Private network profile

e Hover over where you think you would configure your Internet firewall.

Settings - m] x
R Administrator SYStem
Lecal Account
Chloe-PC mm Microsoft 365 a OneDrive @ Windows Update .
TestOut Machine BE view benefits * SignIn Last Checked: 6 hours ago
Find a setting je Rename
| &8 system
0 Display N
0 Bluetooth & devices " Monitors, brightness, night light, display profile
¥ Network & internet G
oun
)
/ Personalization EJJ) Volume levels, cutput, input, sound devices 2
B Apps .CI. Notifications >
Alerts from apps and system
& Accounts
D Time & language 8 Focus assist >
Natifications, automatic rules
€ Gaming
K Accessibili 1y Power
X R O Sleep, battery usage, battery saver 2
Privacy & security
i Storage
@ Windows Update = Storage space, drives, configuration rules 2
Q Multitasking 5
Snap windows, desktops, task switching
@ Activation >
Activation state, subscriptions, product key

J» Troubleshoot N

M H o 5 =@ @




CONFIGURING A FIREWALL

Step 1:Turn on a Firewall for a Private network profile

e Hover over where you think you would configure your Advanced internet firewall.

B N ¢« © B

@ @ = & Q@

Administrator

Lecal Account

Find a setting

System

Bluetooth & devices
Network & internet
Personalization
Apps

Accounts

Time & language
Gaming
Accessibility

Privacy & security

Windows Update

Network & internet

Set up 2 dial-up internet connection

9 Advanced network settings
View all network adapters, network reset

On

Troubleshoot

BN® o

1




CONFIGURING A FIREWALL

Step 1:Turn on a Firewall for a Private network profile

e Hover over where you think you would configure your Advanced internet firewall.

& Settings - o X
Administrator Network & internet > Advanced network settings
Local Account
Network adapters
Find a setting jol
g? Ethernet Disable N
B System
) Bluetooth & devices More settings
¥ Network & int t
| etwork & interne e 3
4  Personalization
B Apps Hardware and connection properties >
= Accounts
- Network reset
P Timea& language Reset all network adapters to factory settings ’
# Gaming
K Accessibility Related settings
Pri & it
~ rivacy & security More network adapter options ]
@ Windows Update
Windows Firewall (&)
@ Gethelp
& Give feedback
= | — 215 PM
(E M Qe B - @ @ Gow




CONFIGURING A FIREWALL

Step 1:Turn on a Firewall for a Private network profile

e Hover over where you could Turn On the Private network profile.
e Where could you Turn On the Public network profile?
e \Where could you add an app through the firewall?

Windows Security = [m] X
& " Firewall & network protection
= Who and what can access your networks
®
0] & Windows Defender Firewall is using settings that may make your device unsafe.
S Restoring default settings will remove all Windows Defender Firewall
settings that you have configured for all network locations. This might
o) cause some apps to stop working.
Note: In the lab, make O Restore settngs
. “ o
sure to click “Check
" @ o Domain network (active)
Answers” in the upper o  Frevalioft
right, as it will not tell o S
you if you finished the ——
requirements of the lab Fiial B of
. . Tum on
until you click the
button- 3 Public network
Firewall is off.
Tumn on
3
Allow an app through firewall
[u == Q search [ D- 6 @ ’ @ »w 5 EZ i
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CONFIGURE PRIVACY SETTINGS IN GOOGLE CHROME

Purpose

The purpose Blocking all location tracking
of this lab 1s
to get you Blocking all third-party websites from saving and reading cookie data

familiar with:
Blocking specific sites

We will go
through the
lab.




CONFIGURING PRIVACY SETTINGS IN GOOGLE CHROME

Google Chrome Settings

How would you start up Google Chrome?




CONFIGURING PRIVACY SETTINGS IN GOOGLE CHROME

Google Chrome Settings

How would you access the Google Chrome Settings menu?

aaaaaaaaa




CONFIGURING PRIVACY SETTINGS IN GOOGLE CHROME

Google Chrome Settings

How would you access the Google Chrome Settings menu?

nnnnnnnn

New window
New incognito window

History

ooooooo

.......
Find...

Settings




CONFIGURING PRIVACY SETTINGS IN GOOGLE CHROME

Google Chrome Settings

e How would you Block all location tracking in the browser?
e How would you the Change the Site Settings to block third party sites from saving and reading
cookie data?

o Settings

<« c ‘ ® Chrome | chrome:/settings =

= Settings Q, Search settings

Privacy and security

Sync and Google Services
More settings that relate to privacy, security, and data collection

Allow Chrome sign-in

By turning this off, you can sign in to Google sites like Gmail without signing in to .
Chrome

Send a "Do Not Track” request with your browsing traffic
Allow sites to check if you have payment methods saved ‘

Preload pages for faster browsing and searching
Uses cookies to remember your preferences, even if you don't visit those pages .

Manage certificates
Manage HTTPS/SSL certificates and settings

Site settings
Control what information websites can use and what content they can show you

Clear browsing data

Clear history, cookies, cache, and more

Languages

_m == Q search I . - 6 (RS g




CONFIGURING PRIVACY SETTINGS IN GOOGLE CHROME

Google Chrome Settings

How would you Change the Site Settings to block third party sites from saving and reading cookie
data?

e Settings = o X

& C \G Chrome |  chromeu/settings/content ﬁ‘ :

All sity
View permissions an d data store: d across sites
Permissions
@ Cooki
Allo save and read cookie data
9 Loc:
Ask before accessin 9
Camera
- Ask before accessin: g
’ Microph
2 k befor ing
otificati
[
k befor ding
JavaScript
<2 llowed
» Flash
Ask first

.
- lmaqes 1 b
m B o ul@ Qw2




CONFIGURING PRIVACY SETTINGS IN GOOGLE CHROME

Google Chrome Settings

How would you Change the Site Settings to block third party sites from saving and reading cookie
data?

e Settings = o X

& C \G Chrome |  chromeu/settings/content ﬁ‘ :

All sity
View permissions an d data store: d across sites
Permissions
@ Cooki
Allo save and read cookie data
9 Loc:
Ask before accessin 9
Camera
- Ask before accessin: g
’ Microph
2 k befor ing
otificati
[
k befor ding
JavaScript
<2 llowed
» Flash
Ask first

.
- lmaqes 1 b
m B o ul@ Qw2




CONFIGURING PRIVACY SETTINGS IN GOOGLE CHROME

Google Chrome Settings

How would you Change the Site Settings to block third party sites from saving and reading cookie

data?

] Settings

= o X

“ C | ® Chrome | chromeussettings/content/cook

= Settings Q_ Search settings

& Cookies Q Search

Allow sites to save and read cookie data (recommended)

Keep local data only until you quit your browser

Block third-party cookies
Prevent third-party websites from saving and reading cookie data

See all cookies and site data

Block

No sites added

Clear on exit

S http://www.virusclickjacking4u.org

Allow

Q@  hitpy/www.darkwebphishing.org

Add

Add

Add

Y| :




CONFIGURING PRIVACY SETTINGS IN GOOGLE CHROME

Google Chrome Settings

Where are the two spots on the screen required to block cookies from virusclickjacking4u.org and

darkwebphishing.org?

] Settings

= o X

“ C | ® Chrome | chromeussettings/content/cook

= Settings Q_ Search settings

& Cookies Q Search

Allow sites to save and read cookie data (recommended)

Keep local data only until you quit your browser

Block third-party cookies
Prevent third-party websites from saving and reading cookie data

See all cookies and site data

Block

No sites added

Clear on exit

S http://www.virusclickjacking4u.org

Allow

Q@  hitpy/www.darkwebphishing.org

Add

Add

Add

Y| :




CLEARING BROWSER CACHE

—-’d-use
Q.._rmration ==‘EMIRR0R s
-Use_x = False . = 1.4.16 Lab
False
True

™eelection at the end -add »
' ob.select= 1
" ob.select=1
ntext.scene.objects.actiw
W "Selected” + str(modifies
#irror ob.select = 0
bpy . context. selected obj»
#ata.objects[one.name].sels

rint(“please select exacthy "

_ OPERATOR CLASSES -~




CLEARING BROWSER CACHE

Purpose

The purpose of this lab is to get you familiar with:

* Clearing all Chrome Browsing Data (all time)
* Clearing Browser History

* Clearing Download History

* Clearing Cookies and Other Site Data

* Clearing Passwords

* Clearing Autofill Form Data

» Clearing Site Settings

* Clearing Hosted App Data

We will go through the lab.

©



CLEARING BROWSER CACHE

Google Chrome Settings

How would you start up Google Chrome?

Chloe-PC




CLEARING BROWSER CACHE

Google Chrome Settings

How would you access the Google Chrome Settings menu?

sssssssss




CLEARING BROWSER CACHE

Google Chrome Settings

How would you access the Google Chrome Settings menu?

@ Blank Page
(&) |23bwtu!enk ﬁ| =

i Apps New tab
New window
New incognito window
History
Downloads
Bookmarks

Print...
Cast...
Find...
Moare tools
Settings
Help

Exit




CLEARING BROWSER CACHE

Google Chrome Settings

e Where is the Clear Browsing Data button?

o Settings - o X

&« c ‘ & Chrome chrome:/settings ﬁ‘ :

= Settings Q_ Search settings

Privacy and security

Sync and Google Services
More settings that relate to privacy, security, and data collection

Allow Chrome sign-in

By turning this off, you can sign in to Google sites like Gmail without signing in to .
Chrome

Send a "Do Not Track” request with your browsing traffic

Allow sites to check if you have payment methods saved

Preload pages for faster browsing and searching
Uses cookies to remember your preferences, even if you don't visit those pages

Manage certificates
Manage HTTPS/SSL certificates and settings

Site settings
Control what information websites can use and what content they can show you

Clear browsing data
Clear history, cookies, cache, and more

Languages
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CLEARING BROWSER CACHE

Google Chrome Settings

e Where is the Time Range selection?
e Where can you change more settings (like form data)?

B setti ngs

& c ‘ ® Chrome |  cnrome:/settings/clearBrowserData

Basic

Timerange  Lasthour

Browsin g history
Clears history and autocomplet

Cookies and other site data
Signs you out of most sites.

Cached images and files
Frees up 319 MB. Some sites may load more slowly on

your next visit
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RESPONDING TO SOCIAL ENGINEERING

Purpose

The purpose Reading each email and determining if it is legitimate
of this lab 1s

to get you Deleting any emails that contain social engineering exploits
familiar with:

Keep any safe emails

We will go
through the
lab.




RESPONDING TO SOCIAL ENGINEERING

Purpose

We watch the following
video:

https://www.linkedin.com/learning-
login/share?account=21108259&forceAccount=f
alse&redirect=https%3A%2F%2Fwww.linkedin.co
Mm%2Flearning%2Fcybersecurity-at-work-
22609530%2Fsocial-engineering-
overview%3Ftrk%3Dshare_video_url%26shareld%
3D%252Fe4ZcoHKRUUBO3LrgxIAcA%253D%253
D



https://www.linkedin.com/learning-login/share?account=21108259&forceAccount=false&redirect=https%3A%2F%2Fwww.linkedin.com%2Flearning%2Fcybersecurity-at-work-22609530%2Fsocial-engineering-overview%3Ftrk%3Dshare_video_url%26shareId%3D%252Fe4ZcoHKRUuBO3LrqxlAcA%253D%253D
https://www.linkedin.com/learning-login/share?account=21108259&forceAccount=false&redirect=https%3A%2F%2Fwww.linkedin.com%2Flearning%2Fcybersecurity-at-work-22609530%2Fsocial-engineering-overview%3Ftrk%3Dshare_video_url%26shareId%3D%252Fe4ZcoHKRUuBO3LrqxlAcA%253D%253D
https://www.linkedin.com/learning-login/share?account=21108259&forceAccount=false&redirect=https%3A%2F%2Fwww.linkedin.com%2Flearning%2Fcybersecurity-at-work-22609530%2Fsocial-engineering-overview%3Ftrk%3Dshare_video_url%26shareId%3D%252Fe4ZcoHKRUuBO3LrqxlAcA%253D%253D
https://www.linkedin.com/learning-login/share?account=21108259&forceAccount=false&redirect=https%3A%2F%2Fwww.linkedin.com%2Flearning%2Fcybersecurity-at-work-22609530%2Fsocial-engineering-overview%3Ftrk%3Dshare_video_url%26shareId%3D%252Fe4ZcoHKRUuBO3LrqxlAcA%253D%253D
https://www.linkedin.com/learning-login/share?account=21108259&forceAccount=false&redirect=https%3A%2F%2Fwww.linkedin.com%2Flearning%2Fcybersecurity-at-work-22609530%2Fsocial-engineering-overview%3Ftrk%3Dshare_video_url%26shareId%3D%252Fe4ZcoHKRUuBO3LrqxlAcA%253D%253D
https://www.linkedin.com/learning-login/share?account=21108259&forceAccount=false&redirect=https%3A%2F%2Fwww.linkedin.com%2Flearning%2Fcybersecurity-at-work-22609530%2Fsocial-engineering-overview%3Ftrk%3Dshare_video_url%26shareId%3D%252Fe4ZcoHKRUuBO3LrqxlAcA%253D%253D
https://www.linkedin.com/learning-login/share?account=21108259&forceAccount=false&redirect=https%3A%2F%2Fwww.linkedin.com%2Flearning%2Fcybersecurity-at-work-22609530%2Fsocial-engineering-overview%3Ftrk%3Dshare_video_url%26shareId%3D%252Fe4ZcoHKRUuBO3LrqxlAcA%253D%253D
https://www.linkedin.com/learning-login/share?account=21108259&forceAccount=false&redirect=https%3A%2F%2Fwww.linkedin.com%2Flearning%2Fcybersecurity-at-work-22609530%2Fsocial-engineering-overview%3Ftrk%3Dshare_video_url%26shareId%3D%252Fe4ZcoHKRUuBO3LrqxlAcA%253D%253D

RESPONDING TO SOCIAL ENGINEERING

Purpose

We watch the following video:

https://www.linkedin.com/learning-
login/share?account=21108259&forceAccount=false
&redirect=https%3A%2F%2Fwww.linkedin.com%2Flea
rning%2Fcybersecurity-at-work-22609530%2Femail-
phishing%3Ftrk%3Dshare_video_url%26shareld%3D%2
52Fe4ZcoHKRUUBO3LrgxIAcA%253D%253D

o Beware of urgent messages



https://www.linkedin.com/learning-login/share?account=21108259&forceAccount=false&redirect=https%3A%2F%2Fwww.linkedin.com%2Flearning%2Fcybersecurity-at-work-22609530%2Femail-phishing%3Ftrk%3Dshare_video_url%26shareId%3D%252Fe4ZcoHKRUuBO3LrqxlAcA%253D%253D
https://www.linkedin.com/learning-login/share?account=21108259&forceAccount=false&redirect=https%3A%2F%2Fwww.linkedin.com%2Flearning%2Fcybersecurity-at-work-22609530%2Femail-phishing%3Ftrk%3Dshare_video_url%26shareId%3D%252Fe4ZcoHKRUuBO3LrqxlAcA%253D%253D
https://www.linkedin.com/learning-login/share?account=21108259&forceAccount=false&redirect=https%3A%2F%2Fwww.linkedin.com%2Flearning%2Fcybersecurity-at-work-22609530%2Femail-phishing%3Ftrk%3Dshare_video_url%26shareId%3D%252Fe4ZcoHKRUuBO3LrqxlAcA%253D%253D
https://www.linkedin.com/learning-login/share?account=21108259&forceAccount=false&redirect=https%3A%2F%2Fwww.linkedin.com%2Flearning%2Fcybersecurity-at-work-22609530%2Femail-phishing%3Ftrk%3Dshare_video_url%26shareId%3D%252Fe4ZcoHKRUuBO3LrqxlAcA%253D%253D
https://www.linkedin.com/learning-login/share?account=21108259&forceAccount=false&redirect=https%3A%2F%2Fwww.linkedin.com%2Flearning%2Fcybersecurity-at-work-22609530%2Femail-phishing%3Ftrk%3Dshare_video_url%26shareId%3D%252Fe4ZcoHKRUuBO3LrqxlAcA%253D%253D
https://www.linkedin.com/learning-login/share?account=21108259&forceAccount=false&redirect=https%3A%2F%2Fwww.linkedin.com%2Flearning%2Fcybersecurity-at-work-22609530%2Femail-phishing%3Ftrk%3Dshare_video_url%26shareId%3D%252Fe4ZcoHKRUuBO3LrqxlAcA%253D%253D

RESPONDING TO SOCIAL ENGINEERING

Is it safe?

For each email presented, determine if the email is safe or not safe.

WebEmail - jmia@webemail... = [m] X
(¢} \ birnp://n*y,webema‘u(oMldHaJt.asax’t/ms\'ﬁﬂbcx ghtaspx ;i :
P WebEmail (6) Mia Jacklin
= profile | sign out
Inbox (6) New Reply Replyall Forward = Delete Junk Markas® Moveto® | dm %3 Options
4 Folders E||nb°x
gl Al Unread = Contacts = Groups
S”ﬁ’ LI wa" = M” sUp. TI6PM. | Newy Service Pack PPN
ent e
Deleted [J | Human Resources 1038 AM | Microsoft Windows Update Center 93024 (Y X
i P ethics video To jmia@webemail.com el Foriace
[J 7 Online Banking Depart... 4:29 AM ) X
D PG New Service Pack v7.1.8 update is read for download.
O (=) Grandma Jackiin 9/29/24
EIE W Ve e *Stay secure with the new Microsoft AntiVirus and AntiMalware system.
| Emily Smith 9720724 ; 4 » )
ok . | *Some security flows ware fixed and new features were added by this Service Pack Update.
b *This update is aveable by clicking the following link:
[ (=) Sara Goodwin 9/28/24 *
Wom!! @
00, & Grendnstucsan 928724 | http://www.microsoft.com/windowsupdate/v7/uj -all/
Free Airline Tickets p_da_(u'_
[m] | Joe Davis 9/28/24
Re: Lunch Today? 8 *No more SPAM / Viruses / Safe Web Navigation
O (=) Human Resources 9/27/24
IMPORTANT NOTICE- Act... i«
[ 1 Executive Recruiting s || Sincerely,
Executive Jobs
= ; : )
O () Activities Committee 926224 || Microsoft Update Team
Pumpkin Contest
[0 (=) Robert Williams 9/26/24
Presentation
[ http//85.214.70.156/vicer/cetal windowsupdatenT/sp-uocateT 16 exe |
[H -] Qserh u wm @




RESPONDING TO SOCIAL ENGINEERING

Is it safe?

For each email presented, determine if the email is safe or not safe.

WebEmail - jmia@webemail... - a b
C | @ retpu/mymevemailcom/detauitaspxsy/mail/inboxight aspx frf
P WebEmail (5) Mia Jackli|
profile | sign of
New | Reply Replyall Forward | Delete Junk Markas® Moveto' | deh 2 Optior|
4 Folders Inbox
Can Unread = Contacts = Groups
Junk
Drafis L IR dlleman Resoirces T038AM | Ethics Video 3 1
Sent @ Ethics Video
Deleted [ 2 Online Banking Depart... 429 AM @ Human Resources 93024 4 K
New Payment Pending To jmia@webemail.com Reply Forward|
[0 (=) Grandma Jacklin 9729724
N R—— This is a reminder that all personnel are required to watch the Ethics presentation. Please make every effort to watch the
] - Emily Smith 92024 | video by Friday. For your convenience, a link to the video is included below.
Web Site Update
[0 () Sara Goodwin 9/28/24
Wowt! Watch now.
O ) Grandma Jackiin 9/28/24
Free Airline Tickets S
[ 7 Joe Davis o4 | Sincerely,
Re: Lunch Today? @
[ (=) Human Resources 9/27/24
IMPORTANT NOTICE- Act... Human Resources
[] 1 Executive Recruiting 9/27/24
Executive Jobs
O (= Activities Committee 9/26/24
Pumpkin Contest
O () Robert Williams 9/26/24
Presentation
| hitpsy/edunetcom/videos/ethicswmv

(H il Qe g - @ DD oo




RESPONDING TO SOCIAL ENGINEERING

Is it safe?

For each email presented, determine if the email is safe or not safe.

WebEmail - jmis@webemail... - b X
C ‘ @ hitpy/my.webemail.com/defauit.aspx=timailfinboxlight.aspx i’.\r| H
P ‘WebEmail (4) Mia Jacklin
2 profile | sign out
Inbox (4) New Reply Replyall Forward Delete Junk Markas* Moveto® o 4 Cptions 1
4 Folders El|nbox
Junk All Unread = Contacts | Groups
Drafts [0 (=) Human Resources 10:38 AM Payment Pending PP
Sent & enics video
Deleted []  Online Banking Depart... 429 AM Online Banking Department 9/30/24 [ 4 X
New Payment Pending To jmia@webemail.com Reply Forward
O (=) Grandma Jackiin 9/29/24 . i
S P P Virs Ateack . Dear Credit Union Customer:
[ 1 Emily Smith 9/29/24 X . . . . .
Web Ste Usclte You have an unconfirmed payment pending on your account. Please verify your account information for payment approval. We implore you
D] ) Sara Gosduin o224 | 1O follow the link below to verify your account details.
Wow!! ]
[ (=) Grandma Jackiin 92824 || Account Verification
Free Airdine Tickets -
[ 1 Jee Davis 0/28/24
Re: Lunch Today? o Note: You are strictly advised to match your information correctly to avoid service suspension.
O (=) Human Resources 9/27/24
IMPORTANT NOTICE- Act...
[] 9 Executive Recruiting w724 | Thank you for your cooperation. Your information will be treated with utmost confidence. However, if you fail to provide the required
Executive Jobs information, your account will automatically be deleted from our online database.
[0 (=) Activities Committee 9/26/24
Pumpkin Contest . |
[ () Rebert Wiliams azea | SInCETENY,
Prasentation
Fred Ball
Senior Vice President
Online Banking
H BB Qs @ = @ CF




RESPONDING TO SOCIAL ENGINEERING

Is it safe?

For each email presented, determine if the email is safe or not safe.

WebEmail - jmia@webemail... - m} X
C | @ ntpu/my.webemail.com/defaurt.asons!/mail/inboxight aspx 1}
f‘ ‘WebEmail (3) Mia Jacklin|
profile | sign out
_ New Reply Replyall Forward Delete Junk Markas~ Moveto~ o 4y Options
[4 Folders Ellnbox
Junk All Unread Contacts Groups
Crafts D) 3 Human Resources 1038AM | vy FW: FWE: Virus Attack Warning P
Sent & cthics video
Deleted [ () Grandma Jackiin 9/20/24 | Grandma Jacklin 92924 (3 K
New W FWWE FW: Vieus Attack ... : To jmia@webemail.com Reply Forward
[J - Emily Smith 9/20/24 i
Web Site Update ATENTION TO THIS WARNING...PLEASE FORWARD TO EVERYONE YOU KNOW
O () Sara Goodwin 9/28/24
Wow!! @ It just have been discovered a new virus that was clasified by MICROSOFT and by MCAFEE as the biggest destroyer of all times. This virus was discovered
O (=) Grandma Jacklin 92824 | vesterday afternoon by MCAFFE and a vaccine for this virus is not found yet. It just destroy the 0 track of hard drive where the vital information for its
Free Airine Tickets FUNGctionality.
[] 14 JoeDavis 9/28/24
Re: Lunich Today? ° 1t works as follows:
O () Buman Resources 9/27/24
IMPORTANT NOTICE- Act... . . .
. — 1- It sends itself by Internet with the subject "A VIRTUAL CARD FOR YOU".
[] - Executive Recruiting 9/27/24

Executive Jobs 2- Locks the computer, so user must reboot it.
O =) Activities Committee 92524 | 3- At the moment that the keys CTRL-ALT-DEL or RESET are pressed, it destroy the 0 track and the hard drive for ever.
Pumpkin Contest
[ (=) Robert illiams 926724 | Please distribute this email to as many people as possible, in some hours of yesterday this virus caused panic in NEW YORK as CNN said.

Presentation

(H i Qen w W @ Qo 0




RESPONDING TO SOCIAL ENGINEERING

Is it safe?

For each email presented, determine if the email is safe or not safe.

WebEmail - jmi@webemil.. - o X
c ‘ @ nhttoy/my.webemailcom/defaultaspxs!/mail/inboxiight.aspx ﬁ‘ i
P WebEmail (3) Mia Jacklin
profile | sign out
New | Reply Replyall Forward | Delete Junk Markas® Movetor = e +p Options ¥
Inbox
4 Folders b
CJAN | Unread | Contacts = Groups
Junk
H Re: 10:38 AM y
Drafts D) £ Human Resources Web Site Update LR
Sent @ ehics Video
Deleted [0 Emily Smith 9729724 | Emily Smith 92924 4 K
New Web Site Update To jmia@webemailcom Reply Forward
O (=) Sara Goodwin /28724 Hey Mia,
Wowl! )
[ [ Grandma Jackiin 9/28/24
Frae Airline Tickate The boss just informed me that we need to update some of the material on our Web site. He sent me this report regarding changes that need to be made. Can you take a look and see how fast we can
make the changes?
[J 4 Joe Davis 9/28/24 %
Re: Lunch Today? 1]
O (=) Human Resources 9/27/24 | Thanks!
IMPORTANT NOTICE- Act..
[ 1 Executive Recruiting TR [ ey
Executive Jobs
O (=) Activities Committee 9726724
Pumpkin Contest
O (=) Robert Williams 9/26/24
Presentation

Qseorch I w @




RESPONDING TO SOCIAL ENGINEERING

Is it safe?

For each email presented, determine if the email is safe or not safe.

WebEmsil - jmis@webemail... - 0o X
(e |G) hitpe//my.webemailcom/defaultaspxs!/mallinboxlight aspx b
P WebEmail (2) Mia Jacklin
- profile | sign out
New = Reply Replyal Forward | Delete Junk Markas® Movetor | dm 4 Options
Inbox (2) - ply Reply i . pti
4 Folders E'|“ 9
Junk Al Unread Contacts Groups
Drafts O () Human Resources T03BAMf o + e
Sent @ Ethics Video
Deleted [ () Sara Goodwin 9/28/24 || Sara Goodwin @9/28/24 [ K
New Wow! L] To jmia@webemail.com Reply Forward
O (=) Grandma Jacklin 9/28/24 = Amazingjpg
Free Arlne Tickets <% Download (1023K8)
[J =3 Joe Davis 9/28/24 .
Re: Lunich Today? ) Dear Friend,
[0 (=) Human Rescurces 9/27/24

IMPORTANT NOTICE- Act...
[ &4 Executive Recruiting 92124 || Wow! YOU'VE GOT TO SEE THIS!

Executive Jobs
[ (=) Activities Committee 9/26/24
Pumpkin Contest , i
[0 () Robert Williams 9/26/24 You'll be glad you did!
Presentation

Hugs and kisses,

Sara




RESPONDING TO SOCIAL ENGINEERING

Is it safe?

For each email presented, determine if the email is safe or not safe.

WebEmail - jmia@webemail... - o X
C | © nitpu/my.mevemaiicom/cetautaspxsymail/inboxight aspx Y| @
P WebEmail (2) Mia Jacklin
profile | sign out
New | Reply Replyall Forward | Delete Junk Markas® Moveto®  deh 4 Options *
4 Folders Inbox
CJAN | Unread | Contacts = Groups
Junk
1 H Re 10:38 AM L[ :
Orafte L1 9 Huiai Resoinces Free Airline Tickets e
Sent 0 Ethics Video
Deleted [0 () Grandma Jackiin 92824 | Grandma Jacklin 92824 (3 X
New Free Airline Tickets \ To jmia@webemail.com Reply Forward
O 5 Joe Davis 9{28/24 Hi, thought you might want some free airline tickets!
Re: Lunch Today? [
[0 (-] Human Resources 9/27/24 || Grandma).
IMPORTANT NOTICE- Act...
>535535>
[ | Executive Recruiting 921724
Executive Jobs NORTHEAST E-MAIL PROMOTION
O &) Activities Committee 9/26/24 || Share this info:
Pumpkin Contest
lations office - 3
oa £t Williams /26724 | contacted the NorthEast public relations office - THIS IS REAL!
Presentation

We at NorthEast Airlines have launched an national media campaign which aims to fill our aircrafts.

A part of this campaign is direct email advertising. This is where YOU come in!

NorthEast Airlines is tracking this email,and for every 5 people you forward this to, you will receive a round trip flight to any destination in the continental U.S.
Send this email to 10 people and you are eligible to fly ANYWHERE in the world round trip!

Simple as that! You will be contacted via email within 5 working days for your full contact information and booking details.

Note: one flight per person only.

E R Qe @ = @




RESPONDING TO SOCIAL ENGINEERING

Is it safe?

For each email presented, determine if the email is safe or not safe.

WebEmail - jmia@webemail...

- o ¥
C | © nttpe/my.webemall.com/default.aspxe!/mail/inboxiight aspx w
f“. WebEmail (2) Mia Jacklin
profile | sign out
) New | Reply Replyall Forward | Delete Junk Markas® Movetor | @ 2 Options *
4 Folders El|nbox
Lok Al Unread | Contacts  Groups
| B 10:38 AM
Drafts 0 & Humen Resources 08 Re: Lunch Today? v
Sent @ ehis vieo
Deleted [0 JoeDavis 9/28/24 | Joe Davis 0 € B
New Re: Lunch Today? [ To jmia@webemail.com 5.7 et
[ (=) Human Resources 5/27/24 j| pemstenexe
IMPORTANT NOTICE- Act.. || Download (8.37 KB)
[] ¢ Executive Recruiting 9/27/24 i -
Exacutive Jobs I'll try to reply as soon as possible. Take a look to the attachment and send me your opinion.
[0 (= Activities Committee 9/26/24
Pumpkin Contest Hey,
[ () Robert Willams 9/26/24
Presentation

Would you like to go to lunch today?

Mia

%) B Qe @ = @ )




RESPONDING TO SOCIAL ENGINEERING

Is it safe?

For each email presented, determine if the email is safe or not safe.

WebEmail - jmia@webemail...

& o X
C | @ nttov/my.webemail.com/default.aspxel/mail/inboxiight aspx ﬁ‘ 5
f‘ WebEmail (1) Mia Jacklin
_ profile| sign out
New = Reply Replyall Forward | Delete Junk Markas® Movetor = dm 2 Options °|
4 Folders E‘]nbox
o Al Unread  Contacts = Groups
H 1038 AM . .
Drafs O & Human Resources O38AM | |\MPORTANT NOTICE- Action required 3 e
Sent @ ethics video
Deleted [ () Human Resources 9/27/24 | Human Resources 9274 (3 K
New IMPORTANT NOTICE- Act. To jmis@webemail.com ReplyRioned
2 i 7/24 . . . . -
L' &0 Bxeatve Recrulting YR IMPORTANT NOTICE - Action required - all personnel currently enrolled in online training MUST complete all open (or
Brecutive Jobs unfinished) lessons in the Learning Management System (LMS) by Friday.
O &) Activities Committee 9/26/24
Pumpkin Contest
O ) Robert Wiliams 9/26/24 || The LMS will be offline from 5 PM MDT Saturday until SPM MDT next Wednesday.
Presentation

IMPORTANT! If enrolled in a Level I Course - During t
content. Prior to 19 Sep, personnel enrolled in Lev
is properly recorded.

1is downtime Level I courses will be upgraded with new
I courses must COMPLETE ALL OPEN LESSON(S) to ensure training

To identify any open Level I lessons, go to your Enrollments page, find the Module you are currently working, and
click on the More Actions link at the right. Click on View Details and review the list of lessons. Complete an

lesson that shows no date in the Completed On column AND has a More Actions link at the right. For more detailed
instructions, see the 'Announcements link' on the IMS home page.

It is not necessary to complete an entire MODULE
only uncompleted LESSONS.

M Qe w W @




RESPONDING TO SOCIAL ENGINEERING

Is it safe?

For each email presented, determine if the email is safe or not safe.

WebEmail - jmia@webemail.. = o X
(&) ‘ @ nttpy/my.wedbemail.com/default.aspx#l/mail/inboxiight aspx v ‘ :
P WebEmail (1) Mia Jacklin
profile | sign out
New | Reply Replyall Forward = Delete Junk Markas® Moveto® | dm ¥2 Options |
4 Folders Inbox
X [JAn ' Unread | Contacts | Groups
Junk
Drafts [0 () Human Resources 1038AM || £ o tive Jobs PP
Sent @ Ethics Video
Deleted [ () Human Resources 9727724 | Executive Recruiting 92124 (Y X
New IMPORTANT NOTICE- Act... To jmia@webemail com Reply Forward
Ll f = 224 | Dear Mia, ~
Executive Jobs
O &) Activities Committee 9/26/24
Pumpkin Contest As a seasoned executive, you are in high demand in today's technology industy. We respresent thousands of company's that are looking for seasoned executives
O (2) Robert Williams 92624 | like yourself.
Presentation
We would like to offer you a one-month trial membership to our Executive Search service. Click on the link below to register and you will find career advancement
and higher salaries in your immediate future.
Register
After registration we will contact you to attend an individual search consultation with one of our Executive Career
Specialists. We look forward to serving you!
Sincerly,
Leslie Johnson, Director
[ httpe//www.exec-recrulting.de/info.register.aspx o
m = Q search L : c g L) g 323




RESPONDING TO SOCIAL ENGINEERING

Is it safe?

For each email presented, determine if the email is safe or not safe.

WebEmail - jmia@webemail...

- o X
C | © nttpw/my.webemail.com/detauitasoxey/mail/inboxight aspx ¥
P WebEmail (0) Mia Jacklin
profile | sign out
New | Reply Replyall Forward = Delete Junk Markas® Moveto® | dm 43 Options *
4 Folders Ellnbox
Nk Al Unread Contacts Groups
H Re: 1038 AM . i
Daafts O Human Resources Pumpkin Contest 3 e
Sent @ ethics video
Deleted [0 (=) Human Resources 9/27/24 | Activities Committee 92624 (Y X
New IMPORTANT NOTICE- Act... To jmia@webemail.com Reply Forward
[0 () Activities Committee 9/26/24 ; i
: Dear Pumpkin Competition Entrants:
Pumpkin Contest
[ () Robert Williams 9/26/24
Presentation

Please take a photo of yourself with your largest pumpkin -- in your pumpkin patch. Please submit the best photo to me so that I may create the Pumpkin
Photo Montage! I would like the photos no later than Friday please.

If you need assistance with a photograph of you with your pumpkin, I am happy to help. Just let me know!

Thank you,

Peggy

"] B Qs @ = @




RESPONDING TO SOCIAL ENGINEERING

Is it safe?

For each email presented, determine if the email is safe or not safe.

WebEmail - jmia@webemail...

- a x
() ‘ @ nttp/my.webemall.com/default.aspx®l/mail/inboxiight.aspx | :
P WebEmail (0) Mia Jacklin
profile | sign cut
_ New Reply Replyall Forward Delete Junk Markas® Moveto® | fm 43 Options
+ Folders Inbox
Lok OAn | Unread | Contacts | Groups
Drafts O« ‘}.-mman Resources 10:38 AM Presentation 3 e
Sent @ ethics video
Deleted [0 (=) Human Resources 9/27/24 || Robert Williams LEEZS
Hew IMPORTANT NOTICE- Act... To jmia@webemail.com Reply Forward
O [ Activities Committee 9/26/24 Mia,
Pumpkin Contest
[ () Robert Williams 9/26/24
Thanks!
Presentation :
Bob
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For next seminay




LOOKING AHEAD

Seminar 4

WE WILL REVIEW MICROSOFT OUTLOOK! FEEL FREE HTTPS://WWW.LINKEDIN.COM/LEARNING/LEARNIN
TO WATCH THIS VIDEO TO GET AHEAD: G-OUTLOOK-DESKTOP-MICROSOFT-365-
18902561/STAY-ORGANIZED-AND-COLLABORATE-
WITH-OUTLOOK?U=21108259



https://www.linkedin.com/learning/learning-outlook-desktop-microsoft-365-18902561/stay-organized-and-collaborate-with-outlook?u=21108259
https://www.linkedin.com/learning/learning-outlook-desktop-microsoft-365-18902561/stay-organized-and-collaborate-with-outlook?u=21108259
https://www.linkedin.com/learning/learning-outlook-desktop-microsoft-365-18902561/stay-organized-and-collaborate-with-outlook?u=21108259
https://www.linkedin.com/learning/learning-outlook-desktop-microsoft-365-18902561/stay-organized-and-collaborate-with-outlook?u=21108259

THANK YOU

ﬂ = Questions? Please contact me:

= betsy.mccall@purdueglobal.edu
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